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704 E. Main St. (, Lake Mills, IA 50450

January 25, 2010

Commision's Secretary, Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12'h St. SW, Suite TW-A325
Washington, DC 20554

Winnebago Cooperative
Telecom Association

Phone: 641.592,6105 e Fax: 641.592.6102
E-Mail: wcta@wctatel.net

Received & Inspected

FEB 1L2010

FCC Mail Room

RE: Certification of CPNI Filing (December 31, 2009)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, Winnebago Cooperative Telecom Assodation hereby files its most recent
certification regardin9 its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

tf you have any questions, please feel free to contact me at 641-592-6105,

Sincerely,

~tJ7~
Terry Wegener
General Manager/Executive Vice President

cc: Best Copy and Printing, Inc. - via FCC@BCPIWEB.COM

Nc. of Copies rac'd 0
List A8GDE
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Received & Inspected

P[B 12 2010

FCC Mail Room

;<\NNUAL 47 C.F.R. § 64.2009(E) CPNI Cerftification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2009

January 25, 2010

Name of Company covered by this certification: Winnebago Cooperative Telecom Association

Form 499 Filer ID: 801903

Name of signatory: Terry Wegener

Title of signatory: General Manager/Executive Vice President

I, Terry Wegener, certify that I am an officer of the company named above, and acting as an
agent of the company, that 1have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI
rules. See 47 C.F.R. § 64.2001 el seq.

Attached to this certification, as Exhibit 1, is an a=mpanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set forth
in section 64.2001 el seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year. Companies must report on any information that they have
with respect to the processes pretexters are using to attempt to access ePNI, and what steps
companies are taking to protect CPN!.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related
to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category
or complaint, e.g., instances of improper access by employees, instances of improper disclosure
to individuals not authorized to receive the information, or instances of improprer access to
online information by individuals not authorized to view the information).

~w~=Te~ner 'i
General ManagerlExecutive Vice President
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ReceiVed &
~_ Inspected
uB "2- / 2010

Winnebago Cooperative Telecom Association FCC Mail Room
704 East Main Street

Lake Mills, Iowa 50450

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket No. 06-36

Annual 64.2009(e) CPNI Certification for 2009

Date January 25, 2010

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. § 64.2009(e).

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Company Name Form 499 Filer ID

Winnebago Cooperative Telecom 801903
Association

WCTA Wireless, Inc. N/A

Winnebago Transport Services, Inc. 801904

Miller Telephone Company 805404

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of Hle above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

~tU~Terry W~er t::.
General Manager/Executive Vice President



Winnebago Cooperative Telecom Association
704 E asl !\,12in S Ireel

Lake Mills. Iowa 501.\50

Exhibit J

Accomp:mying St:1lemenl

\Vinneoago Coopcl<l\ive Telecom ASSI)CI'JUOII ("Company") maul1auls the following operating procedures

Scoion 64.2005 Use of (list orner prop ri et;ny nr.1work infOfm;lI ion wil hOlll ClIS10rner

:lP~HOV:ll.

(d) {my lelecDlJlllllJnicJllOnS cmier lllJy nse, di~close. or pemm ilccess 10 CPN] fOT the purpose of
providing OJ marketing service offerings among the categories of sen'Jce (Lf . locd!. interexch'lJlge. and
CMRS) 10 which [he c)]stmner aueatly subscribes from the same c.mitT. wilhoUl CllSIDmer appro"aL

(l) If iJ lelecommnrucalions carrier pTovldes differem categories of service. dnd il CUSfOmer
snbsolbes [0 mOTe lhan 011e calegory of serVlCf offered by lbe. carrier, lhe c<rrner IS pemlilled [0 share
CPNl among lile (JITier's Jffiliilled entitIes that provide a stIVice offering 10 lhe cnS1OJner.

(2) If a lelecommunicilllOlJS carrier provides differ en I categmies of service. but a CllslOmer does
1101 snbscribe 10 more IlIaD one offermg by tJle CilYTler. the carrier is n01 penmHed 10 share CPNl wnh its
Jllilr,nes. e...':cepl JS provided ill §64.2007(b)

(b) A teleconmluDlcations camer nlay nol use, disclose. OJ permil access to CPNI 10 Jll,lrkel 10 a
C1.1S\Omer serVIce offeTings thaI are wiwm cl c~tegDry of service 10 WhlClJ UJe subscriber does nm already
~ubS[Jibe from l11Jl (aIDer. unless WJl carrlrr lIJS UISlOlllcr approvJI \0 do 50. excepl as descrIbed in
paragraph{c) of \hls SeCIJOll.

I J) A wneless prOVider may use. disclose, OJ peilllil access 10 CPNI denved frOll! lIS prOVlSlOn of
CMRS. wllhom ell SlOJIJ er .)ppl u\'.ll, fOJ the PWViSl{ln of CPE ,md in fmm<iIIOn ser vice(s). A \'JlTeline Celm er
1l),ly use. disclose or peIlllil ;lccess 10 CPNl denver! from liS provlSlOll of 10CLli exchJnge serV1ce OJ

IJllerexchange service. wilholll cnS10meT approvJl. fw the provision of CPL dnd cnll answering. voice Ill;)ll
OJ messaglllg. VOlet S10rage il1ld remev,ll serVices, LLl( SlOre dud forward, anr! prOIOlfJl convPTsion

(2) ,A. H:leCOlllJl)lDllCJll0l1S cJITier lJ1ily nOI use. disclose. OJ pennll Jccess 10 CPN] [0 Identify OJ

\:rJck CUSlomerS thdl call coJUpenng service providers For eXJmple. d ]oCJI exchange cdITIer may 11m llse
10CJl service CPN] Ie) lJJck all CllSlOmeTS U1Jl CitlllOCJl scrvlce COlUpelllors

(c) A lelecOll1muniCdlions c.rrner l1ldy use. disclose. or pem])1 Jccess 10 CPNI. withoul cUSlornel
dppr ova!. as desCTI bed 'Jl 111 is paragraph (c)

I) /\ Itl~cUl]]lllUmc.l\lI)IIS c,uTIer 1'1);':, 11:,1:. disc]rJ"( Ijr pcnnil (lCLe~', 10 ePN], \'I1U10111 lUSlDmtr
J~prov;l\. ill)1s proVision of mSlde 'JIlIlIlg tnSI;lIIJllon. mallllcn;lIlce, ;lJld repdir SCI vices.

12) Cl'lms jlIU'!ldtTS II];)'! use, dlsc]c'St (,I pO III 11 ,l(cess \rJ ePN] rur tlie PUlPIJ~t of conunuing
rtS<;;l)c]J Oil the htdh.h dlecls ur rl'v1RS.

(3) LEe::, CMf<S PTovlde-rs. illld IJl1CJCOltfltCleci Vol P pro"Jders mdY 'LISe: ePNl. Wl1hOll1 (1)Slome1
,~pproVJl. 10 mill~t\ s~lvices fOTllH:'1ly ]enl)\,m dS ,1dJunclID-bJSlC strvices. such .IS bill n01 Jimjred w. speed



dJ<:Ilulg. compmeJ-pIOVlded dlIectory ;JSSlSlance, Cd]] J1l0nllClIlllg, c"dJ u<Jcing. CJ]] blocking. (<Ill remlll.
1("1"('.1\ ,11,i\in~_ c,dl D,lCKjlJ.~. (,Ill I.'':,lil,illi;,. CJlltI I D, c,dl fl'i\\',)ldin.l-:. ,mc1 (en.1Ul C('mTl":\ ftdlll)(~

"d. :~. ILll(l'mIJI\lIliL,IlI(jll~ \;:nicJ 11).1> 11;( (jl~,(!(\'( (I] pUil1l1 ,Iac~:- 1(' CPj,,:j 10I'J'.11t~ I li!l iJ':ill:

",1 fH "]1C 11>' d lllC (,1111('1. (ll If) pi ()l (( I Jl~r] ~', cd !h (,'- I :- en lU~ ,lnd l";I]H'j r ,IlT!(f ( fr n 1l1 fl .Tlldll]~ Iii ,J"I' i '.' ; 'j

nnlJwful 1\Se of. or snbscnptiolllO. Sllch seJV)ces

Till! CumpanJ has arlu)ltl!d spaij7l" CPNJ pulicieS 10 ellsure:' rhor. ;11 fhl! nbsf!lIu! (~r lfI5f/JlJlt'/" fljJJJ1,WIII,

CPNJ is oJlfy 11serf by rhe Cumpm/y {v provide! or mllr~ei 5tT\'!/-1! o/Ii:'rin[;s amOIl,!; rhi! uJ!egtn;es vj

\t'n';t·e (i.e" Im'al, ;lI1ereXfhullgt:, miff CiHRSj to Jd/i,1r rilL' olSlv111a afrear/..\-' sllbstT;bes- The

Cumpany's CPNJ l'0!it·ies puJlri/J" (Itf! slwri/lg of CPN) lllillt IIl1i"-all!rll"1J1I1)lQlIir!s.. t'Xl"t"pl os pf!F/lIiffed

III/da Rille 64.200S(a)(J) or wi'" t"lIMUI1Jf!J' approval p"nl/f1/l1 10 RlJle 64.2007(b). Tire VIl~l' f!..tteptiu/ls

fa f/it'Sf! pulicies are as permif1edullrier 47 U.5,'.C. § 222(d) onri Rul!! 64.200S.

Section 64.2007 Approval requirrd lor lISe of customer proprietary nelwork information.

(a) A ,elecOJl1mUn]GllJOllS carrier DHy obIllIn 'lppro·vJI t1uough wrinen. OJJI or electronic
methods_

(1) A lelecoIlllllunicd6ons canier re]ymg on ora} Jppro"Jl shJJl bear the burden of demonstrJlmg
Lhm snch approval hdS been given in cOlllpliance with the ComllllssiOll'S mles llllhis paTI.

(2) Approval (,T disappruvll]10 use. disclose. or permj{ llccess 1O J CUSIDJl)er S CPN] oblj)jned by d

lelecomnnmicd1lons carrier milsl remain in effeCl nlllil the CllSlomer revokes or limits SiKh dpprOV<l] or
disapproval

(3) A ,elecomnllmical1011s CJrrier ImlSI III al:mJlll recOJds of apploval. whether orJL \lnll1en or
elecll OlllC. for JI least one yeJl.

ill alll"jnu11lS1aJu__es where clIs1umer appruval is required Iv liS!!, discluse orpermit m.-l·ess tu CPN]; OIl!

CumpallY'.c:. CPNJ puli6es require thaI the Cumpa/lY ublai/l L"lJSlo1Jler nppruval '''rough written, UJ'nl or
dec/nIHil· methuds jll ('umpliallce lV/lit Rule 64_2007. A tIIS(Ol/ler's appruval ur disapproval remaillS;l1

ellecf I/lItil the Uistumo' revokes or limits rIre appruval VI" di.~npprov{}L rite Cumpolly mnillwius r!!corrls
uf l"lISfulller appmvol (witellJer )I.wiffell, oral or elnrrolJit) lUI· n /IIillim ifill I)IUl1e yem-.

(b) Use of OPI Our {lnd Opr-In IIpproVfJ1 ProLr!.\:'t'.' A lelecollllnwliCtl1ions CJITieI nMy. ~ubjecl

10 0Pl-Olli approvJ] ur I)p(~in LlpprOVJl. nse ils CtlSlOmer's indiviuuJlIy Ide\llifiJbk CPN] for Ibe pllrpose oj

lllaIkeri:ng cl)JllJllunicJtions-rehl1ed services 10 Ih,11 cnSlomer f\ leJr.((JmnllUliulJOnS caITier lllLly, snbjecl to
Opl-Ol1! dppwval or op1-ill flpprOV,)}, dlSdo~~t:" jl~~ (US10!lH'T'S inw,-'idll:.!lJy ide!1!ifi::Jb!e ePN], for the pm-post
{)f ::'::1?rh;~~~~ ~!::~)~~;\l..-r:]Cd~Qr!S-rt::J2.1td~~r'.'jc.~::. !C ~t]'::1 :::~S!G:~~~;. iG ilS Jg~:r;ts tillG ;;:; ciffili<ilCS thai: prv-v-iot.

comDJllnic,Hions~reLned services. A lelecomnnmicallOJ1S Ctmicr lllJy iJ]SO penni, such persoll or emities 10
,obtain ;Jccess [0 SllCh erNl for sllch purposes. EXCCPl ror nse and discIosme of ePN} !llJI is permlned

wnhmll c.us\Omer approval llJldcr seC!JOll §64_200S, or III II I IS described iJl1.his p<UdgJupIl, 01 as Olherwise
provided tn see.tion 2~~2 of lhe CommuJlJcJLions ACI of 193'L JS Jmended, a IdecommunjCJlions carrier
1HJY only use. disclose, or penllll access !O ils customer's llldividlla]]y IdelllifiJble CPN] sllbject 10 opl~jJl

ilpprovJI

EXl·epI (IS orfreltlJise pennitred I/Ilrier Ride 64.2005, rlre C/J1IIPOII)"'s CPNJ pulicies rr:q/lin: Ihm lhe

CumjJtmy ubtaln a tl:stume,.t.;;; "opt Ol/{" or "upl iu lJ approval pllr':'I,ollf lu Rule 6t/.2007(b) before the
Cumpany may lise CPNJ {o marhl!{ U)I/1/IJIII/;t·n1;UlIs-it:latnf '·('II'}II:'.\ ur d;sclu~;e C/'NJ t() its (}g/'llfs OJ"

af/ilinlr!S filtH provide UJlHlIlllHic([/IOJlS-J"elflleri serVit·d fur lI/r,,·hl..-1in,r; prnpvst'S. TIll! C()mpol/Y does nuT

lise Cl'NJ fur any ofl/{:r plI/)'u'\es. (Iud rim:'.\" HO{ rlisclu\I' Ilr~r{}lIt Oness III CPNJ rll OilY IJTlrl!r pal1Y,

l:.Hep( as permilfedllllr/er 47 US'. (. .(~ 222(d) (llId RIIII:" 142005.

)



Section 64.2008 Notice re41llred lor lise or CustOmer propriel:1ry network inform:1lioll.

'tl .;:',: ,'('[J {~( i:t 1';1/':'\ l]' Flo1 ;r"d j{, .11"]\: ·:·I:,-!:;~ ;" i, J •• , :~·-~j"Jli ,'Pllf"" ,!I

ilil«,nHJ\llJ11l;llll\n~ (.UJ 1(:1 lfll1S1 )11 r',\ ILk IiC'lliit',j"II,n It', 1)1': llJ:,ll'I!," ::1 :i:,', 1,")'1111\1 c' IJ~~ln h:' J coU Ii I Uo:l

,',1. <ll"II'\<(' (\1. ,:tIU ,1ft ('~~. \0 111;'1\ cl\o](1Jner'~ (TY]

(2) A lelecOffiJJlllniullJOIlS cJrrieT mUSl III ;.lunain records of llOli fiCl1..i on, whetber OLll. '.winen OJ

eJcCl TODic for 01 Jeasl one year.

(b) Individual liOllce 10 customers nH1SI be plo\!iderJ whtn solicJ1\JJg ctP\.lIC,V;il 10 115e. d..isclose. (lJ

permil access to customerS CPNI

(c) (Ollfellr of NOllee Cnstomel 1l00ificinion mllSt pr OVIC!e SH ffici ent in fOm1Jli on 10 ElJilbJe Ule
r.-. )'I,-c. .. l.r.'IA,·" ........ ~-...~ ..... ~, .• ,..,.. ...... ~
tU U ..H ... U lJ,,", IU'::'''--: L'J }-JLI JHJ I O ....\..,LJ~

10. llle DIS-lomer's ePNI

(I) Tile IJ01ificJllOn mUSl Sl~le llYJJ the C11S10111O' has J flghL ,md UK LJnier /l<lS a dmy_ WIder
federJIIJw, 10 prolecl U11: confidel1lialJly ofCPNl

(2) The nOllfi cJlion mllSI specify the lypes of inform <llion lhal consli line CPN]illld l.he specific
entitles IlJat will recelVe lhe CPNl. describe lhe pmposes for which ePNI will be used, a.nd mfonn Ule
CUSlomer of his or her righl 10 disJpprove lhose uses. and deny or wiUldraw llccess lO ePN] a\ illly lime

(3) The nonfiutiOll musL <ldvise Ihe cuslomer of lhe precise steps l.he CllSlomer llluSllake in order
10 gram or deny acces:; 10 ePNL ilnd musl clearly slate ulal a denial of llpproval will nOI affeCl the
proVlsioll of Jny services 10 which ule customer subscribes However, carTlers lTIlly provide J hie!
slalelllenl, Ul <l clear Jnd neUlra] langllJge. describing consequences directly resulling from the lack of
access 10 CPN]

(4) llle notlficalion I1JllSI be comprehensible and mUSl nol be lllisJeJdiDg.

(5) ]f wrjlH:l.l ootificalion is provided, u1e nOlice mUSl be c1e,lrly legible, llse sufficlenlly large
\ype, and be placed In all area so JS 10 be readIly ,\PPJlEJJI 10 a cllSlOmer

(6) If allY pOllJOll of J nOlificJlion is tTJllsfJled uno anoUm language, Ulel1 illl portions of the
1101ificilliOll lllUsl be translated into Illa1 langJJJge

(7) A C<lmer may sIdle Ul Ule 1l0lifica1JOll U1,11 Ule CllSIOnH'.l ";ipprovalIO lise ePN] Illay enballce
tJle «\flier's <lblliry 10 offer prodllCls and serVices lailored 10 u1e C11Slomers needs, A canier <llso Jl1Jy slale
in lhe )lolifiC~II()n lhal i, lllJy be compelled 10 disclose CPNll0 ~I)Y penDn IIpon affinnative wrillen reqnesl
l-..'1J 1h.t:l rT1C'lnxnpT
~) ... _ C,., J'~"~'" '

(8) A Cdrner lllay nOl include in lIle nOlificJlion <lny SIJltmeJ,n dfltmpllng 10 encoUTogt;.l cnS100ler
to freeze lhrrrl.pJny Jc-:'.ess to CPN]

(9) The notificalion nHlSl stJle U1Jl allY Jpprov~], or dellJdl of JppJOVJ) for UJe me of CPNI
oUlside oflhe service 10 whIch llle CllSIOll1el 'Llready subscribes flom II1'J\ (;Imer is vdlJd umu the CUSlOl1leT
Jf.firm;J1ively revoke" OJ Ii mils sncll JpprovJI or delliJI

(lOJ A IrJ ecolllll11wic<nions cmieT' S so)i[)1dlJOn fOT ,'pprovJI l'i,HSl b( proXlm ale 10 tilt
no\ificalion of J cllslolller's ePN] rlglllS

TIll! ClJlJrpnlly's erNJ puline,l rl'fJllin! Ihm fllsrU/IIl'r.\ Iw nuUIIed 1IlllIl'ir- rigilr,~, l!IId flw Cvmpo/l)",\

obhfJlfilJl1s, With respecr tu CPNJ privr Iu fill)' Svf}l'ilallull fUI UI,\IU1III'r IlJlprrl-"'IlI. All leljllilr:r1 UrSfomr::J'

IIi/flieS (wlretlrer lvr'trl'H, ural UI t'JI'UIVlric) rumply Ivil}, fill' Il'ljlljn!mD/{S oj'Rrd/! 64.2008. The



Cumpa/l)' HI ailttnl/ls recurd,<; of 11/1 reqllit"eri UJSlulIll'l' Ilvli[ es ()I)helliel' )~rillt'lr, vrnl VI' t'leurv II J() for a

millinUlI1I {) I ,1111, ,,,,'01",

(cJ) ,:J,',ii" io'f.'IjliJlC'lil'!;;'-: ('/'/"::' /' ,', .. ; !'! \lll(':'I'llrl\lnll,lli('Il~ (,lIJICI IOllSI pl'Wl\i,
qnllfic.nirl1l Ie, (11'1,1111 l'pl'r1111 .ippj(),;,ll 11\f(lll:'h (,llrll"lllI rq '.'.'Il\llfl JlIllhod<, hm 1]"1 hv ('1,,1

commnnicalJOll (excep\ as provided m parograpb (J) of tIm secllon) The cOIllel1lS of ~ny sucb nOllflcOlllon
lJlUSl comply wilh the Jequlieme11ls ofpaIagrJph (cl or,lus sectIon

11) emlf.rs ltlUSI WJil 'J 30dJy 1ll1l1illllllJ) period oj lJlnc "flel giving cnSlOlllers nOlice und .UI

oppommily 10 Opl'Oll1 bdore JSS111l1111g UISlomel ilpPJo\liillu liSt', l1lsclose, or pennil ,\ccess 10 ePN1. 1\
unitr IlJdy, ill ilS discrel)l)n, proVIde for ,I lnngel f,JerJod ClnieIs lllllSJ \lotijy C1ISIOmeJS ,is to lhe
,1pplic~blc w"illng. period for J response before iJpprov,ll IS <lsslllned

til 1.n tb\": (~lSe of ~H1 e;ecrrcnlc fC:·j~j Ld :~(~::t:tl:11(;;:" :t'~.:: ",\";:ir;;;; per~(:d sh,"dl begin ~(j ji:;-j f~on~ the
(iJle 011 which lIle nOI ificcllion \\IJS se1l1, JIJd

(ii) In the CJS'~ of nOllficJlion by lllJil. tht wailing period ,I1JII begin 10 run OJl llle thud drty
following the dilte thaI tJle nOlificJlion was mailed

(2) Cmiers nsing the Opl-Oll! mechanism must provide nOlices 10 their Cllstomers every IWO

yeilrS

(3) TelecommW1ICJlions ca:rriers 1h~1 use t·maillo provide apI-all! notices mllS[ comply wllh the
foJ)owing req1llIemeniS in addllion 10 llle requrremenlS genera]]y Jpplic~ble \0 nolificLllion:

(I) Camel'S muSl oblJ\J) express. verifiable, prior ~JlProv<ll from COllsumers 10 send notices via e·
III oil regJrdmg weir senice i.n gen eraL or CPNl Ul paniclllilJ,

[Ii) CJrneIS IltUSI dllow CUSlomers to reply diJeclly 10 e-iHJds comailling ePNI nOljces III ordel 10

Opt-Olll',

(JIll 0pi-mll e-mail nOllces th,ll are renmled to lhe carrier as lUldeJivelable mllSl be sent 10 lhr

CllSlomer Ul Jl;(llhtr form before Cdrners DlJy coDSlueI the ..:.nSIGmcr 10 ]),Jve received n01ice,

(iv) CJniers Uldl \lSe e-mJij 10 send ePNl notices mUSl enSUIe IMlllle snbjecl lint oflile mesSuge
clear Iy iJl)d occm <II ely Idemifies lh e subjecl ))laner of U1e t· Jl)olll', and

(,,) Teleco1J)JI)unicdllons camers JllUSI make ,lv'.l!lJble lO every Cllslomer a mCl.hod 10 Opl-Ol11 Ihc11

is ofllo addJlIOJlLlI COSI to the C\1Stomer ilnd IhullS JVdilable 24 homs <l day, scven clays J week elmer,
1J).1 YS;llisFy lhis r cfjuirement L1uou gil J cDl1lbinJlion of methods, S0 long as all LlISlomeJ sLave lbe Jbilil y 10

~~1-CUl 2.1 ~~D CD~! :~1d 2.Je Gble. ~o erfectu~!e L~-~t C]}0H':C '.l.jh~~~(:\J·':! 1JH:~.t CbC-0~t

1" inslall('e,<; w/rae Il,e Company r~~ required /v obfaill cuslomer' Ilpproval [vr tire Flse vr disdosure vf
CPNI, lire COli/pan)' vb/aillS "vpt OU1" approval 1/1 acundaJlle witll lire ril'sdosures, 'met1lOds alld
l'eqllirel11l:rrts wllwined ill Rille 2008([) olld Rulf; 2008(d), nre Company's CPNI policies require Ilwl
llie Compalty pl"uvirft' "opl 0111" /lvrlteSlo ils ('USWlJIl-'rs I'ver}' two years, All clIstOll7ers halle tile ability
10 Opl vur al If() (()~'I lind IIsing met/rods that are available fl'hl'ltl!vtT the f/Hlomt:,. r/rouses.

ltl Nonr I::' flequiremelJr,\ Speu!i( {O Op/,}n f\ Iclccoml1lwJicdlions carTler may provJdc
J1olinCLllion 10 OhLIlJ1 OlJI-U1 JpprovJllhrongb (If ,Ii , WIlli tn, Of tltLlrollic methods Tilcconlcnls of <lily slIch

nOllficJlJOIl J)l1l~1 comply will) the requuerrlenls ofp,llolgIJI,h ((,i c,r IhlS seCiiull

Tlrf/ ComplJJij' ri(J~S 1/01 (lJlT"Jilly ,wl;cil "Upl III" flls/oma IIpproval lur r/re IISI: or rhsdusl/I"t: uI CPN/.
The CUmpflll)I riut!.' IIUI lise, drsdus/! Ul' grout access ru CPNJ JIJI" allY p[lrpu,~r:7 Iv airy party or ill all)

mQIIIrf/r" thai lVUIr!d n;lllIire (I ('(ISImllf'r'S "opl ;/1 " appJ'li]Jolliuder Ihf' CVIJ11J1iS.O'OIr'S CPNI Rulf's,

,I



l f) NOlie t' Rt'(JIII! L" Ii'ill" .(:.:".,,.( .. ;,', O"i· I, I!:L L·,; {II' (PI\'1 (I) CLrri el ~ m,;\' lise OJ ,iI IlOlic e I ()

,Id,lill lltlnll_d. OlJ( ·11j,.1c ll'c :·i ~ !r'~; ·'ili."Lq)~ld ,:ltd I'IH~·.~(lllrl.(l l~ISh.-,nl{l lcicrl.lJ(llii (l'llL.~\I~· Il'q lll(

'h\I,l1l0n or lhc l.i1). I t~;l]dJc:,c e,l ,<,·j,,]l,l) c.llill f' 11:·(' ('fl1· ...'ill l'J ('Pi .)Jj "l"pro"'JI li"sl'l1 U'l lilt 11<11111 f "I ill(
,. (lIll.le I

(2) The COl1[el1t~; of JllY such notification must cDmply Wl1h the requrreme.JIls Df pardgr:lpll (c) Df
111ls seelion. exccpl IUdl lelecomnllUlicl1ions clrners ITl,ly om]1 Jny of Ihe folJowing nOllce pr OVJSJons Jf nOl
relevant 10 the lim 11 cd nsc for which ule (JJllCl serb CPNI

(1) Camers need DOl adVlSt cliSlomerS lhal Jf they h;jve opted-oul prevJOlisly. Ill) ,ICliOJi is needed
10 m;lU)IJIl1 the opt-out eleclion.

(ii) C',JITiers need nGI "d\'jsc. CUS,GmeiS JiJi Lhey iJiJy Sh~'T(; erNl \\iih llwu JiTllules Or ulud
p,lrliesJnd need no{ lldme those eI11JII':'S, if (be JillJllt'd CPNlllsage will not resull 1I) u,e by. or dlsc)osUrt
In. ,m affiliate or third pdrly,

(iii) C"mers need noT dlsclose the means by which a cUSlomer CJll deny or wilhdraw flllllfe access
LD ePNL so long dS cdrrie.rs explain 10 CllSlomeJS Uldt the scope orille dpprOV<I] the (;lITler seeks is limiled
10 one-Ilme \lse; JJld

[IV) C<lrriers may OIll)1 dlsclosnre Df lhe precise s!eps J CllS!Omer mUSI lJke III order 10 graJJ1 or
deny dccess 10 CPNl. dS 10llg <IS the carrier clearly communicJtes thell the cuslomcr (em deny ;!Ccess 10 his
CPNl for the cellI

III ;I/Siallces wlll!JI! Ihe Compan)' seeks one-lime I'llslvmer approval/vr tile liSe VI' d;wloSlire vf CPNJ,

llie Cvmpany vbtaills Slid, apprvval 1/1 au'ordalll'e wit" tile disdvsures, melllUds GIld r'e1/llireml'lIIS

cOlllained hi R!lle 2008(/).

s.. regllnrds rNIlIired for nse or customer propril'tm'y nrl\vork inlorm"lion.

(J) TelecollJmullica~ions LJfTiers )]JUSI illlplemenl d system by whIch thl" S(elLlS of d CUSlOmer's
CPN1JpprovJl can be clearly eSlabltshed prior [0 the use ofCPNl.

Tile Cvmpa1lY's billing sy51elll allows aUlhoriVcrl wmpally pl:'rsvl/11ellV easily deralJJrlle the stall/,\. vf {/

(USWHlI:'I"S CPNJ fTppr,)val Oil Ille lllstvmer naoulII SlTeel' prior tv fhe /lse or d;sdvslIJl:' of CPNI.

(b) Telecommunicdtlons e;miers must TJilm tJ]ru persorllleJ as lO wilen lltey dre ;lfld are nOI
JUl.horlzeu 10 use ePNL Jnd Carril'TS IllIIS! h,lVt ;10 1''X~lTr.~S Ihsriplm;lry pmrr.ss in p1.Jrf'

The CIJ/Ilpml)' Iws I:'stablislled CPNJ w1ITplialice pvlicies Ihal ruLlI/de employee IrllilJIllg 1m resfriuiOIlS

oil chI:' lise alln discloslIn: vr CPNJ fTllt! Tl:'q/lired sU[l'gl/u)"ds 10 pJ'Uteu against 'H/fTufIJu,-i?"d lise OJ'

disclosure uj erN/. Employel:'s have signer! Illal Ihey lI1JnastulFn Ihe< CPNJ JliJ!ilies and a violnliv/l vj

IllIlse policies will result;/1 distipli/lQl}' IlUiVll.

lC) All cmiers sllall m,lmlaUi il record. elecrronlciJlly Of in some olher mdlUler. of lheir own and
!heir 'lffiJl<JICS' s·,lIes and mJrketing CJlli]Jal,gns !lId! USt lheu CllSl())])eTs· e?N) All cmicls shJII miJinuul ,)
I ecor d of dll lllSlances wiler e CPN I Wrl~ disclosed or prOVIded 10 Ihud pdIlies. or wber I' lJllfd panies wer t
,dlowed dccess to ePNI The record must iDC]lJde,1 deSCTJplioll of edch campaign. the specific CPNI lhi)!
WJS lIStd III ll1ccampcign. ;LJJd Whdl prCidllClS <lnd SfrYICtC, were offered ilS d pJJl of\hl: c,'lllpJigJl. Cdmers
shall relJUllbe record for d llllJl1Jll\UlI oj Olle ye,lT

Tile Cumpany's CPNll'0/ilies reqllll'l' rhaT all salt'S Iwd JllIll/;'t'lilll; {DlJJl'aig//5 ilrd/l(liln~ l/roSt' IIrilidJlE:
ePN] be recur-lied (lIrd Rl:'jJl VII .I111:.lvr (1/ leaSf VIII: year. Rl:'fords DI'I:' also /I1aill(a/l/~tlli.Jl· dlsc!osrlrl' rJ~'

n((e~S to CPNI by lilirdpartil:'s. Tile rt'L'rJrds iJll'!lid.· I/le rl'f]IlIren illfurmal;01I lisll'd ;11 Rflle 64.2009(l).



IJ) Tdc{f111111iI1l11C,!\lCJJE" (,mitTs 11111SI CS1;lblish ,! ~l!P("j\·lC.(I]:.' 1[\,1('\\: process rt.~,l1diJlg r,mic]

( ['lJI\-:II,IJ1 t l 'Ii I I i I " : !:1 '. If! Llil ~ ~ lJ bP'1l1 fLo] f'lli 1- lWllnd 11 J.\l 1- t:i Ii) .~' ',]".11.11 i l;f"J:· ,lJ"lIi Ifl.l\ ULillJ II lIll (i.e:: ,~, i I, .m I( :

Lulllpll.UllC 1'1[ ,I IIJlIIIIi\llnl }ltlJIJJ 0] llllt yc-,H Spec JtiCJJly, ~.,1lL:~' ptl~,ulll)ll m\l~l ohI.\lJl Sllj:r"r\'I:'dl'.

,lppJ(:o'.',)] (,r ,IW: r'1\''P,~,c(d C!lll·hC'11ild m,H.kCllng 1Cf]lH'5".\ fr'l l-ll~·,l('lnc-r ,;j:rruCo\',11

T1Ie Compa 1ly '5 CPNJ policies require employees to obraill appiuval from flte Company's CPNJ
Compliance OffiU!!" for .711 111 arkering campaigns) iHcluding 1hose 1I1ih7.illg CPNJ, priur fo in/tialiug f II at
C/1J1lpargn Rel·ord uf Ihe marli/::tiug ffllnpaiglls, along wit/r rhe I1pprojJJiare s/lpeI1JiSlJI)! appl'uvnl is

iIIa/mail/ed/o,- nt /enst olle year.

te) A leJecomnnmlCJlions carrier mUSl h;lve ,ill officeJ, tiS an i)geUl of lhe CUTler, sign alld file
wilh the Commission i:l compliance cenifiClne on illl lllmUJ] biJS1S The office] mllSl SliJle III the ceJ1ifiLItJOD
thiJi he Of slle 118:: pGsnfi<J1 D)u'';'';;fdgf tbai the compdDY )}li~ eSi,iohshed opujj(ng pJOceunres IIlal (lTC'
ildeqUiJle 10 cnsore cDtnpll;:\llce with Lhe mles in this snbp,1J l The GlTIIel mIISI provide J SlJtemeJl1
iJccompiJllylng the cenificale cxplJmmg how iIs openlmg procedures ensme lhill 11 IS OJ is nOI in
compliance wllh \he rnks in lh1S snbparl ill addition_ ihe CJnJeJ nnJSl ulchlde an explaJllltlOD of JOy
iJclions laken ilgill:nst datlJ brokers Jnd d snmmary of iln cllSlOlller complJiJ.)\s rcceived in tlle pJst yeJI
concemnlg the un(\mhorized JeleC\se of CPNl This filmg lllllSI be miJde illUlllJlly Wilh the Enforcement
Bnrean on OJ before March 1 in EB Docket No. 06-36, fOJ d,HJ pertiJU1mg 10 the previous cillendar yeaJ

The required offil'er (·ei1~/il"ntioH, t'lftio1ls la/Ull against data brlJkers and sllmmaJY uj customer

rump/aillt dOl"UmeUfS tire illduded willi this aa'ompallyil1g S((ItenJnrL Tire Company will file these
donmJe1lts un au allJlual basi,( 011 or before Marl'll] jar daw pertaining tu the previIJw: l'Qlelldar year-

(f) CiJmeJs m11st provide: wrinen notice withUl five buslIless days 10 Ihe CommisslOD of llny
U1SliJJ1Ce where the 0pl-om mechanisms do n01 work properly, to such J degree Ulill COJlsmners' Ulilbj]jty to
0pl-om is mOJ e th,m im anomaly

(]) The notice s]lall be in the fonn of a letter, and shall include the cdnieJ's lliJme, i:l dCSCflptJOD of
Ihe Opl-OUl mechalllsm(s) used, tlle problems(s) experienced. the Jemedy proposed imd when it wi)) bvwi:is
llllplemeJlled, whether the JeleviJnt Slate cOD1JnlssioD(s) has been Dmified Jnu WheUleJ 11 has liJken any
JcnOll, tJ copy ufthe HoLice provided lu customers, and COlllJCl mfmmauon

(2) Such 1l00ice mIlSI be submitted even if the CaTTleJ offeJs oiller methods by whICh COnStullerS

11L1Y Opl-OUl"

Tlte CUlllpaJlY's (PrJ] polides illdude a prut."ess fu provide tilt! H:''JlJired wri(Te/l /lotiu: to tile

Commissiuu wit"iHfive business days Of!111 opt-out mel"l,aHislJI Irri/url! tltal is lJlore Ihan a1/ t..IIloma/y.

TIU! procedure l:;eL1."<; file rr.:quiremell!.<; lis!ed ill Rule 61,2009(J).

Section 64~20JO Sa1"egll~rds on the disclosure of cnslOmtr propriet:-tf)' network jnrorm~llon.

(iJ) S(!(egu{/rding CPNJ. TeJecommulllCaiions CiJmeJS IllllSl1iJkc rC<lSOlliJble llledsmes 10 discoveJ
dnd pT01ecI agaInsl iJHemplS 10 gllm lUlillllhorlzed ilccess 10 CPNl. TelecomnmniCil1ious ciJnieJs fillSl
pJOpeJly i:lmheoOC<lle :I cusLomer prior \0 uisclosing CPN] btJsed on cllslOJneJ-lJliliiJLed telephone contac!.
onlfne ilCCOUlll access, or an in-stOftvlsil.

Tile Cumpa/lY's CPN/ polit"ies aJld elllpJuy!!l:' IrQ/"lling iI/dude rl!frsUlrable /I1~flsureS tf) disuJVer Gutl
prOieU aga;Hst aUiviJ]' Ilia! is ;/ltlien/ive o(prete.\"1'"llg a"d employees [Ire illsn'/Hted tu 1I0tify Ibe CPNJ
CfJ1l1plirrllce Of/it"a UallY SInh aLlivity is Sllspelted

(b) Telephone out"': /6 C/JNJ TeJeC011l1l11lJlJCJIIOIlS CdnlCJS nl,lY Oldy disclose Call deIiJil
mfOfJlliJ1iOll over Ille lelephorre, bJsed all C\lSlOnler -iJlllJ~led lelephone CQJlldCL if the CllS10llleJ fiJsl
plovides the CdnleJ witll u password. oS described ill pMagrilph (e) of Ihis secljOJL IhJI IS not prompled by
lhe CameJ asring for Jeildily -JvilililbJe biogT"dphicaI informJ!l61l. or JCCDllJlI infonnalioJl If lhe CllSlomeJ
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does 11m pJ oVlde a password, the leJecomnmnicalions C~1ITIer m,ry only dIsclose CJIl delail mforoJdliol1 by
:;.cndm.<..: H 10 the CUSlOl1H:r"S .Hldrc:-s of lecmd. OJ by f,1Jllll~' 111(' [ll~IOmU .II the lr]cl'll'.:mc nltmber (If

:' «(;],i 1i Illl [lI>·[fllJH·l 1S ;lblc 1(\ 1')I'\Hic '_.iil t!::l.l!l 1I11'IJnn.lli,\ll 1" lln Hi(lldnllll:lll, ,:1;,.;· l ,:Il~l': Ij:JlIII~~ ,I

':\J~.IUnlCl-lll]\I.II(:(i uJl WILlj()~I\ llie 1L'lCCLJIlJJlIUlIJl".lll(lIE· l.llllCI ' ,lS~IS1,HI(t. Illt'l) ;ill' iC.kll'll\lJlIJ1J11.;llivll:

':ll~l("l I'. l'l'llllllH:d \1' dlSCllSS thf CJ!I eJe!.1Jl ill (()lliLll Inn r10'N1C(i b:.' Ihf' (llSI(\ll',[1

The Company's CPNI polides ellSllre that a O-lS(omt!1" is only able to access call detail illformatiOIl over
(1If' (ellfphoJle ill Olle of the ways listed i/l Rule 64.20JO(b). !/lhe ClL",'(OlJ1eJ" c'al/Hot remelJ1be," their
password, they Qj'e prOJnpted to (lJlSWer a serlfrity qllesf;oll, Neither llle paSSlVord /lor the setunty

1}lIeSfioll an! based 0/1 readily available biogrnphiml injonJlatiolJ or fJff01Wf i1l!orll!a-noll. Cllstomer
seJ"viff! nprL'sentalivl!s are illSlrrteted fo allihell,iullt! l·/iS/lJlIJel".' mlt'f lhe telepl/{)1Tt';" all il/slfIlIl'es c'xcepr

;" the case where tlte UlsloHlt'J" provides the i'all detail il1!ol"llliltio1/ withollt the nSS;SIa1I1't' of the

CtHII !JfJlIY.

(c) Online access 10 CPNI. A kJecommlllllCJlions CclDier mllSl ,lUlhelltlCIlC u UISIOmtr Wilholll
Lht use of re"Jdily dVdliJble blOgTaphicaJ mfOnlli:!tlon, 01 ;lcconm infom1<HioD. prior 10 allowing [lie
CllSiomel online access 10 ePNl related 10 J leltcorumumc<ltiollS selvice <lCCoun1. Once ilntbenticl1ed, tbf
customer may only ob13io online aCCESS 10 ePNl reJilltd LO a lelecolnmnnicdllons service <lccoum rhrough a
password, as desoibed ill paTJgraph Ie) ofu,is SWIOlL illal is nol promp1ed hy Ille carrier asking for readily
dVJllable b-iographic<ll infonnaliOJl, or accomll infom1<lllOn

The Cumpany's CPNl pulides require ("llstuma autltellfit:atiull lVithollt rhe /lSe of readily aViJilable
biograpJril:al infurmat'-ll1l u'- al'tOll1lt illformo(iol1 prior 10 illitially J;;a;nillg au__ ess tv an fl'."COlillf OJlli1!e­

Olll'e the cuSf01ner is authentic'flIed tile customer is requirerf 10 lise a pas,',wOJ"d to obtain ouline auess to

ePN].

(d) IIl·Slore (JeceS":: fo ePN!. A lelecOlmmmiclJ1JOllS cdfTier mJy disclose epN] 10 il cuslomer
who, ill J cjuTier's relal) louI11on, fust pleSell1S \0 the lelecomllllliljCJliollS cJrrjeJ or its agent Cl valid photo
lD matchi.ng the olslomer's clCCOllJ1l informa11on,

The Company's CPNlpolifies allo'l1llhe Company to disf!ose fal! dl!tail CPNIto (!It! l'llstomer at n retail
1m.:fl1ioJJ afte,- preselliiHg a valid p]101U ID that inatdu's 'he fl/S10mt'/"'s au:oulIl information

(e) ESlflblishmeJl{ C!f {/ po,\sH'Ord find Back-up Au/he11liUilioll Ivle/hods (or L03/ or Forgollel1

Poss"WOrds To esttlbEsh a password, J lelecomnnm)CJTions CiJTTJeJ muSI authenlicdlE llle CUSlOmeT Wilholl1
L11E use of readily aValLlble bjographicall.nformJlioll. Or ilccmml informtHion TeJecommnDlcalJons carricrs

. .. ,
may creJte iJ b'Jck-np cnSlomer ,lUthenuCJIlOlI melhod m llJe evelll of J 10S1 or forgolTcn password, bm sIIc1l
bJck-up lUSIOIHe.T dnthcrnic<l{lOll mEthod lllJy lJOl prompt the CllSlOmeJ ror reiJdily i;lvJiJuble hiogTclphlcJJ
informJ!ioll. or <lccomll infonllJlion If J CHSlOtner (lJIlIlOI rrovide 'he corrCCT pJssword or tJle correct
re~ponse [or the bad-1lp CllSlDmrr JllIJlemic,l!io11 lIlt"thod. 1111" cnslOIl1PJ musl t:'sl,lblJsh ,I new p~ssword as
rip"rr~h,..r1 ;n Ih;( n"rOlru,lnh
-~~_..~-- ". _.'- ,..,---",.-""-

The COlllpany's CPNJ polides allow for a fi:w HJays 10 esltIblish a pa.sswurd, all of whid, ensure
nunplialll:e with fhe ([bove pinagraph Fad, lJI.el/wd alsu allows lite i'ustome'- 10 establish a bal'k-up ur

security qut!S1l01l iutlle event that fll/:!.Y furger t!leir password. In 110 evelll does tire Company USe readily
available biograplrirlll illformatioll or al"L"lJuHt il1jormat;ol1 as a bad-up queS/iolt or as a Jneans to
establish a password or fJlIlhelltifnfe the cUStom!!/".

if) Nor/ficl/lion (If fI[[DWJI (!JulJges TeJeCOllllTlllllJCJllOnS (JnV~TS mus\ ]loury ClI5I(jlller~,

lllllllediJte!y whentvlT jJ pJssword. CllS{OmeT respunse 10 ,\ b<lck-llp mCJHS of ;.allhtnLit.<JliuD [OJ 10Sl OJ

forgonen P~lSSWOTds, online JCCOlJIlI, OJ JdOrcss of Jecmd J~, credled OJ cJ)dn~ed rnll~ nOlificdll011 is nnl
lequued when the ulstomer illi!ltlltS servlce. inclllding Illt :;cJeClJOll of iJ pJsswurd dl service inill,nicln
1l1is nOljfiGJ[IOn may be Ihrollgh J cdTTier-ongmJled V01CclllJIi OJ ItY.1 IlleSSJge 10 Llle leleph01lf: J1mnber oj
record, or by maiJ 10 the iJddress of recard. Jnd JlH1Sl n01 le\/tclllhe chdllged mformJlifJn or be seIH 10 111('

new acCOlllll inform,llion
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TIle CumpallY's Villi/lg 5)'SIi:m sellerare.~ n lIulljIUl/i/i/l h:lIt:r !I'helJ nllY I~r lilt: jit:fds Iisft:d 111 Rule
(;./20]00) is (renten or (j,olJgen. TIft' (1IlI1jiftllF ill1l11,'rlrnl(!r mOl/.\ "IfI fhe IJOTi{iU/f!oll 10 the ar/nrt'SS oJ

1 ["Cllul (11,:I'1'i' IIII,'W oddJ ,'.1 I.! "'!I,." "(fllill'il in' }\"/,' (,./. ~(liiJ'fl. I fio' i ,'III,'If! il! ii" /J"li/inrtilll! {(JllIpli,'\

'['Ill,/(,e u,·IJfnrflll,"lI!.I 01 iilil.- (,·C'!! 10(1).

(g) BlI,'lnes;; ('u.'roiller f\"emp/lolJ. TeJeC0JJ11111111ICJUOJlS CilrIl er S HlJy bind lh emselves
conlrac11lally to auule.Dtic;llioll regmles other than those described ill tuis seClion for services Ihey provide
10 tlletr business cnSlOiller L1]'Jl 11<1\'C both a dedicated Jcconl1l repreStnlaDVC dnd ,) corman tllll! specifically
addresses tbe CJJT1ers' prolecllOIl of epN1.

rI,t' Cumpnll)' {rn.~ lil/Cll'oUTlnl (lgreetrJt:)!1s lIT p{(I{l:! Illirh various bflsillt:ss ulstUlJJas. TIft: l"ulllnnts

spt'l'ijically addres5 tbe I'alTIt:rs' proleuivlI o{ Iht: IJJlSIlrt'Ss UI.WoIHa's CPNJ i/f !7i'Cm-nQllfe with Rule
64.20]0(g), illdlldi/fR rr {it'dim/en ncumlJ{ represell/ntil'r!.-

Section 64.20lJ NotifiClIion ol customer propriejj\ry network information security
breaches_

(8) A ltJecommunicdllOllS call1er shall nOlify ldw enforcemEnl of a bredch OrilS customers' ePNl
dS provided in this seclion TIle carriel shaH nOI nOlify j,s clislomerS or dlsclose the breach pUblicly,
whelhervoluowiJy m lUider Sldle or local bw or lJlese fllles, until il has compJeled L1le process ofnOlifying
l<1w enfoTcemem pmSIl<lnllO pilTllgr,lph (b).

(b) As soon J5. plduicJble. ;1nd in no evenl bIer th:w seven (7) business ddYS. after redsonable
delennn1Jlion of the breJch, the lelecmllmunicJlions CJrTltJ shJll electIOlllC;~JJy norify [he Uniltd Sldtes
Secrel ServICe (USSS) <ll1d Ihe Federal BlUedn o[JJ1veslig<llioll (FBI) through <I cenITJl reporting f;1ci!ity
The Commission will m;JinlJi:n J link \0 thereponing facililY .1 t!lill Jlwww fcc. gov/eb/cpni.

(Il N01Wilhsl<lndUlg ,my SI'Jle IJW 10 Ihe C01HTJry. Ihe camer shJll nol nOlify customers or
disclose lhe breach 10 {he public uJlnl 7 fnll business dllys bave passed <lfier nOllficJUOll 10 Ihe USSS and
L1le FBI excepl as provided en par3graphs (2) and (3).

(2) !fthe cdTTi<:r beheves lh,1\ LI1ere is ;m ex rraordinarily urgenllleed \0 nOllfy ilny cJJSS of affected
C11s1omcrs sooner 111dll ol1JerWlse allowed under paragrapb (l), U1 order [0 avoid immediale and irreparable
harlD, it shall so i.llwcaLe in ilS 1l0lificatiol1 and may proceed 10 immediately lJotjfy liS affecled CuslomerS
ouly afler cODSull,llioll WiU1 tile' eleV3nl investigdling agrncy The e:miEr shaJl coopeLJ!t wiLll L1le reltv<lm
Ulvesllg,ntng Jgency s 1 equesl 10 mmimize dl)y advt.rse erfws of snch (\Istomer nOll ficalion

(3) Jf lhe releVilll1 lllvesligaling agency determines 11);11 Ihe public disclosnre or n01!ce 10

C\lS10mers would impede OJ compromise <In ongolllg Or potentia) crimmaJ mvesligallon OT nalional securily,
such ~ge!1c>' r.J~Y dir tel DH: urri f! 110' 10 ,0 disclose or DCllify r~'r ,1Jj inili oll p~llnri (\f 11\) 1(\ 10 ri;)~ Smh
period may be extended by Ihe J!Sency liS rEJSOJlJbJe necessary JJl ule judgment of tbe agency. Jf such
dtreClion is given. l1)e agency shall 1l0lify llle (mier when il appears 111ill public disclosure OJ nOllce 10
<lffecled CUSIOIllers wili no longer Impede or compromise a Cflllllllal invesllgalion OJ nationll! seclHltJ. The
<lgency sllilll provide in WlHmg ils inillal direclion 10 111e emier, <lny subseC]1lem eXlension, and any
nOl1fiCallOn 111<11 nOlice wi]! no longer lmpede or comprOlDlse a uimUlal invesliglliioll or nall0nal secmi\y
,JJld SIKh WI nings shall he conlClll poraneo\1sly logged ou lht Sdme repor ling facility lhat contllills records of
Ilolific<llions filed by c<lrriers

Ic) Re(()ldkeepjng. AJI carriers s\)'dll J1)JUlldln drecord, elcclJOlllcdlly (JT JJ) some other l1lclilller, oj
Jily brcJches dlsco\'ered. llOlificJlion Jl)<Jcif: 10 ule USSS dnd Ult FB] pmSLl<Jlil 10 p,JtJ~rJpll (b). clnd
llotifiralJOn illJde 10 Cll5,lOmel s The TtcUJd liJlISI Ulchlflc Ii dV<llhlblc. dJles or discovery clnd nOllhCJ/)OJl. d

dtlJ)led dtscrJplion of Ihe ePN] 111<1/ WdS Ihe sub\ecJ uf tile bTedCll. Jnd the Ci,clllllSl<lnCtS of Ihe breach
CalTicrs shdll rCld)Jl lhe record for" ll\lIlll1lllJn (Jf 2 :1(drS



The Compally Ira., polil-if.l : aid procerlurfS i11 plnre to eHS'fI"f Wmplialll"e wITh Rule 64.2011 When i1 is

rea.'olrabfy neff/"millen rlrat a breach has OtTlIlTed.• Ihe ePN] Comp!ia11l"e Oflifer wi!! /rotify law
(JII(o}"celll('/I! Ill/d ;IS (1I~/OJIIIT III II/(' rl'//uil,A rilili'/rillJll·\. ·lln-o!"r! (lrr!/(' hrcai"Ir wi!! be IlIQlIlltJlJ1l'fljor

!I minilll/Iln llf Ill'/! \"('111"'- (/Iii! ;\'/11 (1.'( !ud, lif! lit! (I UII/if/II Ir required hy RlIh' /J-./.2011


